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Basic internet privacy/security
tips and alternatives
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Common tasks we will try to cover

* Internet searches (replacing google search)

* Google settings

 Chatting, calls, etc (replacing messenger/skype)

* Facebook wall, (seeing all posts, not selected ones)

* Internet browser (explorer, firefox, chrome, safari, etc)
* Browsing in incognito mode

» Antispyware/antivirus etc

* |deas for more advanced tools/SW (tor, Linux)



Internet searching (replace google search)
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Not linked to your profile or computer

a d d reSS Why Google is the Antichrist | The World |Is More Than We Know

Why Google is the Antichrist. ... But to the Christians | would say not to scoff at the Idea of Google
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Not aS gOOd results in Iocal Stuff e.g. if Google: The New God or the Anti Christ of Armageddon ...

Google is the Perfect Antichrist. ... but can someone tell me why any of those uber "smart” folks
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The Antichrist - Friedrich Wilhelm Nietzsche - Google Books

Friedrich Nietzsche’s "The Antichrist™ might be more aptly named "The Antichristian,” for It Is an
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Takes a week to get used to |t, and WOW, It's ACTUALLY Starting!!! The ANTICHRIST is ABOUT TO ...

wow, It's actually starting!!! the antichrist is about to appear In Jerusalem!! the coming war
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Google is the Antichrist - PURE EVIL ! - YouTube
Google is the Antichrist - PURE EVIL ! ALTERNATIVESEER. Loading... Unsubscribe from
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Internet searching (replace google search)
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* Change the default search engine of your browser



Google settings

* Consider disabling monitoring of your activity:

@ dh hitps:;//myaccount.google.com/privacycheckup,7 =« @ % Qoo

< Privacy Checkup

2. Personalize your Google experience

From better commute options in Maps to quicker
results in Search, Google tools and services get faster
and more useful with the activity data you let us save
with your Google Account. Only you can see your
activity.

These controls are not currently enabled:

() web & App Activity v
@ Location History w
@ Device Information hd
()  voice & Audio Activity v
@ YouTube Search History ~
@ YouTube Watch History ~

NEXT



Google settings

* Consider deleting stored activity. This means you will lose some
functionality, like google maps remembering places. You can select

though by date and product:

<« c ‘Q‘ @ & https://myactivity.google.com/delete-activity?utm_source=my-account T - | 1‘:{ O e

L Most Visited @ Getting Started

< Delete activity by

Delete by topic or product

Search by keyword or filter by product, then select Delete results from the more
options ¢ menu, to delete all matching activity

TRY IT

Delete by date

Today -

After March 25 - Before March 25 -

All products v

DELETE




Chatting, calling, etc

e Consider using Signal:

https://www.signal.org/ (instead of © Textsecure HEES e
messenger/skype, etc) ]0 Vera Zesulich
* WhatsUp is better than others, in terms &) 2=
of privacy, still not as good as Signal Q) oo roenies
M M ~ airman Maow
* Works with your phone number (like g e
WhatsUp or Viber), Android and iphone > Y o
— e uf Naax orce Al e
 Text, calls, video-calls, images, audio- @ s ::&“::l‘:%?:ﬁ;!::?:m
aoneksuqh
messages, attachments © oo °

* Only drawback is getting your friends to
use it


https://www.signal.org/

Facebook wall
facebook

Facebook does not show all friends posts, it

chooses/discards some. Calls it “top stories”

You can see all posts using:



https://www.facebook.com/?sk=lf

=
Internet browsers _ ‘0 , ?
Mozilla Google icrosoft

Firefox Chrome Internet
Vo Explorer

* The tool used to visit websites appie Opera
arari

* | don’t know a lot, my impression is: Firefox is good, stay away from
Internet explorer and Chrome

* A bit more on that on advanced topics, last slide (Tor)



Browsing in Incognito mode

Sites you visit in incognito mode, cannot identify you as easily with your user accounts (e.g.
your google/facebook account)

Maybe it is called different in your browser, e.g. “InPrivate browsing”

Look for it in some options menu (google it :P)
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why does the google chrome logo contain 6667 - Google Product ...

NO It cant! It Is 666 not 999. about 90% of all logos contaln 666. The word "google” contalns 666.
Why would google put 9997 come on. We are [iving In the _..

© nipsiproductforums.google.com/ditoplc/chrome/RwYeP|27y7E

Google Chrome 666 | llluminati Symbols

Some researchers have even pointad out the possibility that the logo for Google's browsing
software, Chrome features the numbers 666. Voters:
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Mobile phone location privacy

When you don’t use your phone, you can consider the following
options. They progress with increasing privacy (and inconvenience),
so 15t option is easy, while 4t option is for extreme cases.

1. Turn off GPS

2. Set the phone to flight mode

3. Switch off the phone

4. Switch off the phone & remove the battery




Antispyware/virus/malware protection

* Install protection software in your PC and phone, if you don’t have
one.

* Some options for PC: Avast, AVG

* Some options for your phone: TrustGo, AVG, Avast



For those who want more...

* There is a variant of firefox browser, that makes your

location harder to trace (Tor)

e Consider trying a safer operating system. Windows and
macOS are not as good as Linux. In extreme cases certain
versions of Linux are paranoid enough for everyone: TAILS
. P TN TN
More user friendly: Ubuntu or Mint PG
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* More info: https://ssd.eff.orq/ E A AT
L“\I*‘h-- E):Itay 'l: /; === Encrypted
Middle ,{L"/ == Not Encrypted
e i B
N \ Y

---------


https://ssd.eff.org/

So...

* The above should take less than 2 hours to implement/install and get
started. Some of them take seconds. Seize the day, do it now!

* It is more about changing our habits than anything else.
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